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AMENDMENTS 

AMENDMENTS TO THE CLAIMS 

1 . (Currently Amended) In an Internet Protocol (IP) data network comprised of a 
plurality of interconnected IP data switching ayatcma routers , a method comprised of: 

receiving at a first IP data awitohing qyato m router a plurality of IP data packets, 
the first router directly interconnected bv a first plurality of data paths to a first suh- 
plurality of interconnected routers from the plurality of int ^nnnpp. ted routers : 

tabulating at said first IP data switching s yste m router a count of at least the 
number o£ IP data packets received from a^any_particular IP source address during a first 
time interva l, ther e by forming a count of IP data packets from a particular sourc e; 

storing said count of IP data packets in a memory device for subsequent 
processing; 

determining that a time-based data traffic measure from said particular IP source 
exceeds a predetermined threshold; and 

responsive to said determining step, sending a message to a second IP data 
switching -systeffljBiitsr, said message adapted to instruct said second IP data switching 
syste m router to discard packets from said particular IP source, wherein said second IP 
data switching systcmj miter * s not a source sys tem router for said packets , the second 
router directly interconnected by a second plurality of data paths to a second sub- 
plurality of interconnected routers from the plurality of interconnected routers. 

2. (Currently Amended) The method of claim 1 further including the steps of: 
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reading said count of IP data packets from said memory device; and 
selectively discarding IP data packets received at said first IP data switching 
syste m router that originated from said particular source. 

3. (Currently Amended) The method of claim 1 wherein said first IP dntn switching 
syste m router is an IP data router switching system. 

4. (Original) The method of claim 2 wherein said step of selectively discarding IP 
data packets includes the step of denying reception of IP data packets from a router based 
upon a source address in IP data packets upon the determination that the count of IP data 
packets from a source address exceeds a threshold value. 

5. (Currently Amended) In an Internet Protocol (IP) data network comprised of a 
plurality of interconnecte d IP data switching sy s t e m s routers , a method comprised of: 

receiving a plurality of IP data packets at a first -SM ata switching ay ste m router, 
the first router directly interconnected by a first plurality of data paths to a first sub- 

pluralitY of interconnected routers from thg plurality of intgreonnsgtsd routers; 

tabulating at said first IP data switching syste m router a count of at least the 
number of IP data packets routabie to a-anjLparticulax IP destination address during a first 
time interva l, thereby forming a oount of IP data paolcots routablo to a particular IP 
d e stination addr e ss ; 

storing said count of IP data 7 packets , said count routabie to a particular IP 
destination address in a memory device for subsequent processing; 
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determining that a time-based data traffic measure for packets routable to the 
particular IP destination exceeds a predetermined threshold; and 

responsive to said determining step, sending a message to a second IP data 
switohing s ystemj ^oatsr, said message adapted to instruct said second IP data switching 
ayatc m router to discard packets routable to said particular IP destination, wherein said 
second IP data switohing syste m router is not a source system for said packets^Jhe 
secondrouter directly interconnected bv a second plurality of data paths to a second suh- 
plurality of interconnected routers from the plurality of interconnected routers . 

6. (Previously Presented) The method of claim 5 further including the steps of: 
reading said count of IP data packets from said memory device; 

selectively inhibiting the transmission of IP data packets from said first IP data 
switching system when the number of IP packets routable to said particular IP 
destination exceeds a predetermined number. 

7. (Currendy Amended) The method of claim 5 wherein at least one of said first and 
second IP data switohing s yst e ms _ iflut£r_is an IP data router switching system. 

8. (Previously Presented) The method of claim 6 wherein said step of selectively 
inhibiting the transmission of IP data packets includes the step of sending a message to a 
specific router to discard messages either received from or sent to a specific IP address, 
the specific router not a source for said messages. 
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9. (Currently Amended) A method comprising: 

in an Internet Protocol (IP) data network that comprises a plurality of 
interconnected IP data switohing system s routers at a firs t IP data switching system 
router, determining that a time-based data traffic measure from-&e-anxparticular IP 
source exceeds a predetermined threshol d, the first router directly interconnected by a 
first plurality of data paths to a first sub-plurality of interconnected routers from the 
plurality of interconnected routers: and 

responsive to said determining step, sending a message to a secon d IP data 
switching syste m router , said message adapted to instruct said second IP data switching 
system j smiento discard packets from said particular IP source, wherein said second 4P 
data switohing sy s tem j coiilsr.is not a source system router for said packets , the second 
router directly interconnected by a second plurality of data paths to a second sub- 
oluralitv of interconnected routers from the plurality of i nterconnected routers . 

10. (Previously Presented) The method of claim 9, further comprising: 
overwriting packets in a buffer responsive to said determining step. 

1 1 . (Previously Presented) The method of claim 9, further comprising: 
providing said time-based data traffic measure to a user via a user interface. 

12. (Currently Amended) The method of claim 9, further comprising: 

sending said message to a sub-plurality o f IP data switohing sy s t e ms routers . | 
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13. (Previously Presented) The method of claim 9, further comprising: 
ignoring incoming packets from said particular IP source. 

14. (Previously Presented) The method of claim 9, further comprising: 
determining said predetermined threshold. 

15. (Previously Presented) The method of claim 9, further comprising: 
automatically polling a memory for information indicative of said time-based data 

traffic measure. 

16. (Previously Presented) The method of claim 5, further comprising: 
overwriting packets in a buffer responsive to said determining step. 

1 7. (Currently Amended) The method of claim 5, further comprising: 
providing said data traffic gafc& raeasure to a user via a user interface. 

1 8. (Currently Amended) The method of claim 5, further comprising: 

sending said message to a sub-plurality o f IP data switching system s routers . 

19. (Previously Presented) The method of claim 5, further comprising: 
ignoring incoming packets to said particular IP destination. 

20. (Previously Presented) The method of claim 5, further comprising: 
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determining said predetermined threshold. 
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